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Fingerprint Access Control

Fingerprint Access Control

I.Features

-Sufe, Low Cost, Durable

-Allin One, Tiny Size

-High Speed, High Performance Fingerprint Algorithm
~Manage User Database by Excel Table, very flexible
-Voice Controlled Interfage, No LCD

2.User Guide

Recommended Usage Steps
1: Install and Supply power
2: Venfy admin password and modify admin password. Enroll user fingerprint,
card, or password
3: Device Settings.Including Set Device ID.Device time, door open passwords
(8 passwords), Door open interval, Verification mode, Door sensor mode,
Alarm mode, and upload/download user database by Excel.

Menu Structure
Menu
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k1. User Management

| 1. Enroll User

| 2. Delete User

| 3. Delete All Users
4 Delete All Logs

2. AC (Access Control) Management
L-1. Set Device ID

| -2 Set Device Time

| 3. Set door open passwords (8 passwords)
4. Set Door Open Duration

I =S5 Set Verification Mode

: =6 Set Door Sensor Mode

|

|

|

|

I

—7.Sct Alarm
1. Alarm Function On/Off
2 Invalid Alarm On/Off
}—3. Tamper Alarm On/OfT
-4 Door Open Overtime On/Off
_3. USB Disk Management
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Fingerprint Access Control

F—1. Synchronize User database

| “—2. Download Log Table
F—3. Firmware Upgrade

f—4. Set Volume .

F—>5 Set Fingerprint Sensor Touch
F—6 Set Admin Password

L“—7. Adjust Fingerprint Sensor
— R Open the Door

Keypad
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Menu
- Login

J ) | YES : | YES _[3 Venfy Succesy
I. Press button " 2. Input admin password . 4
twice J {Green LED on
Aédmux mode =
5 Exit(Press " or Auto Exit
A Administration X
whenTimeout 30 seconds)

Note:
| Inittal Admin password is [ 234567%
2. Passwords nced to be 8 digits, when input 8 digits it is completed automatically If

Password less than & digits please linished by pressiog '#
3.When the user press button " twice, “Please input admin password™ voice will
be played,the user should input the password within 20 seconds. Red LED will be blinked
to prompt the user
Admin password 15 forgotten
Disassemble the device, press tamper 3 times within 60 seconds (There will be tampering

beep in 30 seconds )
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Fingerprint Access Control

1)Enroll User
5 7 3. Input user ID
[ I. Login menu }———b{ "'l_P,rlc“ Bt (|nf : dui;i:s)

Fail(Red LED on)

4 Register the FP or YES
Card (for FP press 3 tmes _.{ S. Enroll Success ]_’

For card press Once)

6. Exit (Press "*™ or Auto Exit
when Timeout 30 seconds)

#Note: Press '# 10 complete the input of the user ID. When pressed 8 digits, it1s
completed sutomatically.

2) Delete a User Fal (Red LED on |

. 3. Input user 1D,
I. Login menu . Press Button '1-+2 Press FPor Sweep Ciird
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Fail (Red LED on)

Exit (Press ™"
L 4. ldennfy User H 5. Delete Success ]——D g;::wr;:;ﬁm:;:‘“w
YES

30 _seconds)
3)Delete All Users
3.Delete All User
Success

I Login menu 2. Press button '] —3°

4. Exit (Press “*” or Auto Exit when
Timeout 30 seconds)

4)Delete All Logs

L ! Login menu H 2. Press button "1 —4" 3. Delete All logs ]
Success

4. Exit (Press “*" or Auto Exit when
Timeout 30 seconds)
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5) Set Device 7)Set Door Open Passwords(8 digits password )

[ | Login menu }—-’[1 P button ‘241" 3. Input Device
B 2 Press button 2 i . |
1D (1-99) [ 1 Login menu ]_.Eprtsshullon a3 3.lnpul“())‘l(li.;,5‘.;\sword]

Fall(Red LED on )

4 Revisel siiccess 1 5. Exit (Press '*” or Auto Exit when ] »
Timeout 30 seconds) ’
. Input new password|

#Note: Thedefault Device ID s | (8 digits)

6)Set Device Time

5. Input new passworsd again l—b

6.Revised suc:cn}

3. Input Device Time

' T.Exit (Press """ or Auto Exit
whenTimeout 30 seconds)

1. Login menu 2. Press button'2—2" (Ex:20150331)

4.Input current time 4 Sctting 5. Exit(Press '™ " or Auto Exit »Note: 8 passwords ara available
. (0830) Success whenTimeout 30 seconds)
Set password to “00000000" 15 not useful

»Note: should be input time format as in format of “YYYYMMDD” or 1t will be failed

And cerrent ime should be 0830 if 8:30AM By default,the first password is “8888R88%"
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Fingerprint Access Control

9)Set Verification Mode

I. Login menu 2 Press button'2 5" H 3 Input Venfication Mode
3 Input the duration

I. Loginmenu 2. Press button 244" (0-255 scconds) 4 Sct Success 5. Exit (Press "* ™ or Auto Exit
whenTimeout 30 seconds)

:

8)Set Door Open Duration

. ONote: The verification mode is as (ollows

5. Exit{Press " or Auto Exit ) NO. [Venficasionrtode [Description
whenTimeout 30 scconds) e = —

N

Mode I(hutton 1) | | By Password|
Mode 2(buttan “2") RF By Card
»Note: Press '#° button to finish setung door open duration time. When pressed 3 digits ¢ Mode 3(button .3-)' e 'n, Fimgsrprin

Paxyword or Card

Made 4(button “4” )| "EP/PWIRE B Teswerpes i
.mdc S(button “57) RE&PW Wy Cadasd

for door open time,it is finished automatically.[f less 3 digits for door open time,need to

. e
press '# button to finish e R 'l;: ;‘,.‘gw;[
L 2 A L saaiPanwery
Door open duration time can’t be more than 255 (second),default door open duration time The default mode 1s FP/PW/RE"
In the combination verificatiun modes (RE&PW, FPEPW), the second vertfication must be done withn 30
is5 (seconds) seconds after the first verification (duning first verify, the Red LED 15 on)
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Fingerprint Access Control

10)Set Door Sensor Mode
The Door Sensor mode is as follows;

‘Always Open’ - the door sensor 1s in open state.
*Always Close' : the door sensor is i close state.
"None' © no door sensor is there.

The default Door Sensor type 1s "Always Open’

3. Set Door Sensor mode

. 2 Press button'2-+6" (0: alwaysopen
[ i LogmmcnuHus utton J__’ 2 iyt dlode
2: nonc)
e 5. Exit (Press *"or Auto Exit
[ +5eSaccen i ) l When timeout 30 nccnnds)J

»#Note: The Door Open Overtime Alarm is based on this setting.
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11)Set Alarm

Note : When alarm is started, the buzzer of the device 1s alram, and
afier 30 seconds, the external Alarm Machine runs.
Verification must be done to stop alarm.

< Alarm Switch On/Off

It enables/disables the alarm function for all types. (Invalid Alarm |
Tamper Alarm, Door Open Delay Alarm)
By default, alarm function is enabled.

- Yo > p b 1274 3.Enable Function

5. Exit(Press "*“or Auto Exit
When timeout 30 seconds)
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Fingerprint Access Control

< lInvalid Alarm ON/OST

Itenubles/disables the alarm that is started when the wrong
password is inputted 3 times By defaunlt, this alarm is enabled

3 gl 3 Enable
l&m'ﬂl}—’["h‘“ button'2 721_.[ (1:Enable,0:Disable)

5. Exit(Press'*"or Auto Exit
4.Set Success
| i l | When timeout 30 seconds) ]

< Tamper Alarm ON/Off
It enables/disables the alarm that is started when the device 1s disassembled.
By default, this alarm 1s cnabled.

A —_— 1.Enable

4.Set Succes 5. Exat(Press """ or  Auto Exit
h:n timeout 30 seconds)

Pagel3

< Door Open Delay Alarm
If the door is still opened after the delay time from the door was opened,

the alarm will be started By defaull, the delay time 15 10 seconds.

[ 1. Login menu }——’{il’rnxbullun 2 -7q4>rl Input Delay Time(1-255)
S. Exut (Press ™" or  Auto Exit
' 4 Set Success ’—D' -
When timeout 30 seconds) J

#Note . Press '# to fimish the imput. When pressed 3 digits, it s completed automatically
If less 3 digits . need to press '#'button (o finish I the input value for delay time is more

than 255 (seconds). 1t 1s not working . 5 (seconds) is the duration time for settings,
12)Synchronize User Database

[Iu:l:;.c:r:jelifl:k l .I llngmmcnuJ ’l 3 Press button'34" ]

4 Synchrenization S Exit(Press *“or Auto Exit
Success When timeout 30 seconds)

»Note : the format of user enroll data 1s Excel table.
It may take a few minutes to synchronize the user enroll data
While synchronizing, Green LED 15 on Please don't take off the U-disk
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Fingerprint Access Control

I3)Download Log Table

ll;!:;fr‘}:\::;k 2. Loginmenu ] P 3.Press butlun'3*'2'J

4 lnput Start Date

5. Input End Date
(Ex.20141203)

7. Exat (Press " or Auto Exit
When timeout 30 seconds)
#Note  Log table is downloaded as in Microsoft Excel file
It may take a few minutes to download log table. y
While downloading. green LED is blinking. Please don't take off the U-disk.

If start ime 1s later than end date or end date is later than current date,
tiput date will be failed.

2 Login mcnu'-—-’[ Press buttan'3-3"

6. Download Success

(Ex:20141130)

14)Upgrade Firmware
i. Insert U-disk
1o the device
3. Restart
automatically

- Firmware Upgrade
Success
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»Note I [t may take a few minutes to synchronize the user enroll data.
While upgrading the firmware, Green LED is on. Please don't take
off the U-disk or power off.

15)Set Volume

LL Login menu '———";H’rm.\ batton'4’ J—_" 1Input Volume(0-9) 1
4.Press '# button 5. Exat (Press ™" or Auto Exit

to confirm When timeout 30 seconds)
16)Set Fingerprint Touch Sensor

5 er 3. Enable / Disable

. 2.Press button'5 =

[ L Logimas "— ’1 Sl ]—“’{ (0: Disable I: )_;nubch
. 5. Exit (Press "*" or Auto Exit

A Sirtess >

[ BUELEe When timeout 30 seconds) J
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Fingerprint Access Control

17)Set Admin Password vt v

g 3 Inputnew
l I. Login menu H.Pnubuuon6 thmi':nupa:swm

6. Exit(Press "*" or Auto Exit
When timeout 30 seconds)

4 Input passwor
again to confirm

5. Success
¢ Green LED on)

#Note : Wheninput 8 digits, it will be fimished automatically. [fless 8 digits,
Press '# Lo finish the password input..

18)Adjust Fingerprint Sensor

"7 justment 4 Exit (Press " or Auto Exut
ll. Login menu HZ Press Imuoi}_’{ ;ué:::js:s me: Hm";' R )

#Note : For the best result, before the operation, clean the surface of the fingerprint sensor,
and then do the calibration keeping off the external hight or in the darkroom
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19)Open the Door

- - g 3 Deor Open Saccest 4 Exat (Press “*“or Auto Exit
[L Login menu l .I‘ Press bution'8 | Grees L l»'n..j}"{ When tmesut 30 seconds)

#Note I This function can be open the door directly

User Verification(Fingerprint/Card/Password)

The device is in the user verification mode from power on, the user can do
the verification and open the door.

Fod Ml LIS

I.Device 1s in the User 2 Press Fiagerpnnt or 3. Verification Success
Venfication Mode ' 5‘:‘_‘P(”“ 5 (Green LED on, Door Open)
nput F +

#Note 2 When the user pressed & digits in the password verification, the password is
automatically accepted Otherwise, "' must be pressed to finish the input.
By default, password "S88888887 is available, and the manager must be
change the default password. (Sec Menu §)
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Fingerprint Access Control

Wiegand In
Wiegand 26 and wiegand 34 are supported and detected automatically.
Wiegand Out

User LD 1s outputted in wicgand 34
When verified by password, 0 1s outputted

Notesl:
USB Flash Disk Management & Details:
In order to ge per 1 2 well.backup fingerprint, RFID card data,,

after fimshed input all employees info,we have to USB flash diskmanagement as below
Pleasc msert USB flash disk on the device and enter menu to select 3(USB flash disk
managemen)----Selecf1{Synchronize User datahase) I device and USB
disk exchange personnel info syn.

If first time to use USB fash disk to sync user info,please download “Userlafo.xIs”

to add/delete user info.As below:(Notes:please use OFFICE-EXCEL to

open or edit this excel.Ifuse WPS to edit this EXCEL,when sync info in device,it will be
met error or data is wrong.
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I T -

N bl bt T s

When we open the excel report to edit, Please input user name, dept.device ID.
If we used multi-device,we must input device 1D and Please sync info,as below:
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Fingerprint Access Centrol

f we accidentally deleted the personnel in the machine. you can use this report
to synchronize and backup this report.
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Access Control Connection Details as below:

1Y

N e e ey -

[ s e b
- R
. - e bmas
-
.
. T
.
. —— 3 T~
-
-
-
. -
S
g1y
Page22



Fingerprint Access Control

Fingerprint Access Control

®Connector Nate
J8

1234

1. Smm pitch/13pin

| 12v - . o IZV‘Pp:'crr

— S = = NC Lock relay’s N C(normal close) terminal
| "
2 WGN-OUTY o | Wiegand Outpus BELLCOM B (
5 ] i i e — e ialass )
3 | WGN-OUTI 0 | Wiegand Output (Alarm COM) cllrelay’s COM(common) terminal.
— 1 — L R L - s S | sl | e
4 | GND - GND | i BELL NO ik I
B 5 ol ok PN e | | 1relay's N O(norm ; |
5 EXIT-IN 4 ~ Exitbuttonmputsignal. B | (AlarmNO) iy mhLOg al open) terminal.
g, _Doarsensor | £ | Dooy.!fn*or input signal - | 12 ‘ BELLI 7 This pin is directly connected 1o KEY13 button |
, 7 . ‘No e A | Loik rclay;s NLO(namu! ﬂci) wTF'"li N ‘\ 13 [ BELL2 This pin is directly connected 1o KEY 13 buuonij
8 coM Lock relay’s COM(common) terminal ‘

— =il : -13 (internal Wicgand Input)
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t e 3 4
s 2 = &
CJ 1.25mm pitch /4pin

13 is the interface of external card reader module.
This module supports wiwgand26/34

L 5V ' Power +5V Power supply to card reader.
i e — .
2 J GNINI | | Wiegand inputl. Internaily pull up. '
- e P e OB Y cdikdicbn i o e
| 3 T WGNINO ; 1 *, Wicgand input0. Internally pull up. ]
— O ] R e P
Il & 1 GND | Ground “

*%:# The end ***
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